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DETAILED ACTION 

1 . A request for continued examination under 37 CFR 1 .1 14, including the fee 
set forth in 37 CFR 1 .17(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.114, and the fee set 
forth in 37 CFR 1 .17(e) has been timely paid, the finality of the previous Office action 
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on 6-12-06 
has been entered. 

2. Claims 1-21 were pending at the time of the previous Office Action. Claim 4 has 
been cancelled by the amendment filed with the RCE on 12-16-06. Therefore 1-3 and 
5-21 remain pending and have been examined. 

Response to Arguments 

3. Applicant's arguments filed 6-12-06 have been fully considered but they are not 
persuasive. The applicant argues in traverse of the Nachenberg reference by 
asserting that it fails to teach a modification to memory that is the installation of a 
viral interrupt handler. The Examiner maintains that Nachenberg does indeed teach 
this feature (col. 8 lines 25-67, col. 9 lines 24-32). 
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Claim Rejections - 35 USC § 101 

4. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition 
of matter, or any new and useful improvement thereof, may obtain a patent therefor, 
subject to the conditions and requirements of this title. 



5. Claim 10 is rejected under 35 U.S.C. 101 because the claimed invention is 
directed to non-statutory subject matter. The Claim is directed towards a "computer 
data signal embodied in a transmission medium..." The transmission medium is not 
further limited to any physical type of memory and therefore a reasonably broad reading 
of the claim language must include a transmission medium that is purely 
electromagnetic. Therefore the claim is directed towards non-statutory subject matter 
since an electromagnetic data signal falls outside of any of the four statutory classes of 
invention that are eligible for the grant of a US Patent, namely; a process, a machine, a 
manufacture or a composition of matter 

As per the "Interim Guidelines for Examination of Patent Applications for Patent 
Subject Matter Eligibility" United States Patent and Trademark Office Official Gazette 
Notices 22 November 2005: 

"While abstract ideas, natural phenomena, and laws of nature are not eligible for 
patenting, methods and products employing abstract ideas, natural phenomena, and 
laws of nature to perform a real-world function may well be. In evaluating whether a 
claim meets the requirements of section 101, the claim must be considered as a whole 
to determine whether it is for a particular application of an abstract idea, natural 
phenomenon, or law of nature, rather than for the abstract idea, natural phenomenon, 
or law of nature itself. " 



Application/Control Number: 09/905,340 Page 4 

Art Unit: 2137 

The Interim guidelines direct the examiner to determine if the claim may be 
considered as a practical application of non-statutory subject matter, i.e., practical 
applications of these judicial exceptions. A two-part test is set forth where such a 
practical application may be found by virtue of the claim reciting limitations directed 
towards a practical application by virtue of physically transforming an article or physical 
object to a different state or thing, or if the claimed invention otherwise produces a 
useful, concrete and tangible result. Claim 10 fails in each case, for at least the reason 
that there is no limitation directed towards a receiver that can receive the 
electromagnetic data signal and transform it into signals on a computer bus for 
example, which are then written to memory or cause a processor to under a change of 
state. Therefore no physical transformation or useful, concrete or tangible result is 
produced by the claimed invention. 

6. Claims 8 and 9 are rejected under 35 U.S.C. 101 because the claim is directed 
to both an apparatus, and a method step for using the apparatus. Such a combination 
of statutory classes of invention is in itself non-statutory. See MPEP Sec. 2173.05: 
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Claim Rejections - 35 USC §112 

7. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more Claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 



8. Claims 8 and 9 are rejected under 35 U.S.C. 112, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject matter which 
applicant regards as the invention. The Claims are directed towards more than one 
statutory class of invention and therefore, as discussed supra, are indefinite. 



Claim Rejections - 35 USC § 102 

9. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 
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10. Claims 8, 9, 11, and 12 are rejected under 35 U.S.C. 102(b) as being clearly 
anticipated by Nachenberg (US 5,826,013). 

As for Claim 8, the Claim is directed towards a program 
storage device readable by a machine. As such, the claim is not further 
limited by the additionally recited limitations directed towards method 
steps for the intended use of any computer program stored in the program 
storage device. Nachenberg does teach a program storage device 
readable by a machine (col. 3 lines 1-24: where the PAM carries out the 
indicated operations, and emulates an executable, such a storage device 
is inherent). 

As for Claims 9, the Claim is directed towards a computer system comprising a 
processor and program storage device readable by a machine. As such, the claim is not 
further limited by the additionally recited limitations directed towards method steps for 
the intended use of any computer program stored in the program storage device. 
Nachenberg does teach a program storage device readable by a machine (col. 3 lines 
1-24: where the PAM carries out the indicated operations, and emulates an executable, 
such a storage device is inherent). 



As for Claim 1 1 , Nachenberg teaches an apparatus for detecting a computer 
virus (abstract) comprising: An emulator component operable to emulate computer code 
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in a subject file (col. 6 lines 45-48), and a detector component operable to detect at 
least one modification to a memory state of a computer system, wherein the at least one 
modification is caused by the emulation of the computer executable code (col. 6 line 54 
through col. 7 line 8, col. 12 line 64 through col. 13 line 10), and comprises installation 
of a viral exception handler or a viral interrupt handler (col. 8 lines 25-67, col, 9 lines 24- 
32). 

As for claim 12, Nachenberg teaches a detector that monitors a system memory 
(col. 4 lines 25-29). 

Allowable Subject Matter 

11. Claims 1-3, 5-7, 20, and 21 are allowed. 

12. Claims 13-19 are objected to as being dependent upon a rejected base claim, 
but would be allowable if rewritten in independent form including all of the limitations of 
the base claim and any intervening Claims. 

1 3. The following is a statement of reasons for the indication of allowable subject 
matter: 

As for claim 1 , the closest prior art in the field, Nachenberg, fails to teach the 
combination of features of the claimed invention, particularly including detecting a 
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modification of a memory state of a computer that is caused by emulation of computer 
executable code, and comprises insertion of a pointer to a viral exception handler where 
the pointer is associated with a particular exception. Claims 20 and 21 are dependent 
from Claim 1 and are thereby allowable on that basis. 

As for claim 5; the novel and unique feature is detection of a modification to a 
memory state of a computer, where the memory state comprises a particular interrupt 
associated with a legitimate interrupt handler, the modification is caused by emulation of 
the executable, and the modification comprises installation of a viral interrupt handler. 

As for claim 13, the novel and unique feature is detection of an instruction that 
forces a particular exception associated with the viral exception handler. Claims 14 and 
15 are dependent on Claim 13 and are thereby indicated as containing allowable 
subject matter on that basis. 

As for claim 16, the novel and unique feature is detection of an instruction that 
forces a particular interrupt associated with the viral interrupt handler. Claims 17-19 are 
dependent on Claim 16 and are thereby indicated as containing allowable subject 
matter on that basis. 
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Conclusion 

1 4. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Paul E. Callahan whose telephone number is (571) 272- 
3869. The examiner can normally be reached on M-F from 9 to 5. 

If attempts to reach the examiner by telephone are unsuccessful, the Examiner's 
supervisor, Emmanuel Moise, can be reached on (571 ) 272-3865. The fax phone 
number for the organization where this application or proceeding is assigned is: (571) 
273-8300. 

6-22-06 



Paul Callahan 



